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Executive Summary  

Practical Solutions for the Grand Challenges of Security 

 Building and Fielding Systems with Disruptive Technologies 

 

VizorNet’s mission is to provide exceptionally strong security solutions for its clients, a set of 
disruptive technologies focused on the known yet unprotected vulnerabilities of modern 
systems and operations. In this regard, VizorNet is building, acquiring and testing a set of 
sophisticated sensor systems, IT and physical security environments that together provide 
multiple layers of bank-vault security for enterprises and networks— focused on the 
challenges that make daily headlines. 

VizorNet has developed and is developing  a number of sophisticated electronic systems, for 
which it controls the intellectual property rights: 

HITAR – Personnel-spotting radar that sees through concrete walls 
CRYPSEC – Protecting networks from  malicious insiders who have legal access 
KOMODO – Neutralizing concealed IEDs – Improvised Explosive Devices 
CSHARP – Tagging and tracking cargo and uncooperative people and vehicles  
TNH – (Information redacted) 
--and several more in the pipeline 
 

Four programs with common marketing and overlapping technological skills are underway, 
with each program at a different level of maturity, from  

(1) current multi-year contracts in place to provide engineering services and 
products, to... 
(2) a fieldable product, to...  
(3) tested and demonstrated prototype, to...  
(4) product introduction.  
 
FVizorNet has an active program of participation in six (6) signed US 
Government long-term engineering services contracts. 
 

VizorNet was founded and is led hands-on by two repeatedly successful entrepreneurs who 
have invested approximately $800K of their own funds in VizorNet: 



 

Page 2 

Mark D. Gatanas, a decorated military veteran and repeated entrepreneur with 
extensive management and marketing experience and personal recognition in 
the marketplace, who has closed almost $2 Billion in technical sales. 

Stephen W. Leibholz, a physicist, inventor and repeatedly successful 
entrepreneur: founder and CEO of several successful high-tech companies 
including Analytics, who has managed over 500 projects including production 
and world-wide fielding.  

Meeting the Challenge in Information Security 
Despite its current and growing importance, information security has heretofore mostly focused 
on the “easy problems” and easy solutions that ignore the current, real, hard problems 
comprising about 86% of computer crime. The real problems include  

1. Identity theft,  

2. Information sharing,  

3. Enforcement of security level and need-to-know,  

4. Retroactive denial of access by departed users to their own sensitive files 

5. Evidence-quality proof of wrongdoing and—most important—  

6. Preventing fully authorized users and administrators from compromising that 
security (whether accidentally or maliciously, whether in-house or remote).  

 
Stripped of techno-speak, the great majority of information security systems focus on the wrong 
problems. The underlying false assumptions (which we disavow) are: 

1. Worrying about cryptographic codes. (There are many strong cryptographic 
algorithms available in the classified and open-source literatures that are in 
practice invulnerable to conventional crypto attacks—if properly applied.) 
 
2. Assuming that outsiders (“hackers”) are the major problem. (About 86% of 
computer crimes involve insider collaboration — insiders who can insert malware 
and stealing “secure” certificates from workstations and servers.) 
 
3. Continued reliance on “trusted” administrators. (Anathema to most IT 
practitioners is the notion that administrators, many of whom are hired via 
outsourcing, are a major part of the problem.) 
 
4. Compartmentalizing on a need-to-know basis is thought to be opposed to 
information sharing and needs to be handled via the users’ personal discretion. 
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(Properly and flexibly architected and managed, need-to-know can be controlled 
by technical means while improving disparate organizations’ ability to share and 
collaborate.) 
 
5. Inter-facility trunk lines carrying high-bandwidth high-value data can be 
protected using conventional VPN or SONET crypto technologies. (High-
bandwidth high-value connections are ripe for sophisticated computer attack with 
or without insider cooperation; hence, need an additional level of protection, such 
as provided by quantum-mechanical cryptosystems, properly applied.) 

Meeting the Challenge in Law Enforcement and Military Operations: 
HITAR, Sense-Through-The-Wall Technology 

A major problem in intelligence, special operations, disaster response and law-enforcement 
security remains: How do you find people in a closed facility, such 
as a room or a concrete shelter? 

HITAR® is a patented cutting edge radar that effectively sees 
through walls.  With an RFID capability, the hand-held radar is able to 
detect and identify friendly and enemy military targets through rock and 
building structures at a range of 90 feet from a standoff distance of up to 40 
feet.  The user interface maps the structure of the building, identifies the 
type of material in the wall, and appropriately positions human, weapon, 
and other tactical targets throughout the display.   

Increased worldwide terrorist activity, bolder criminal activity, tightened airport security, and the 
on-going wars in Iraq and Afghanistan sparked an explosive demand for the technology.  HITAR®, 
which is the result of R&D investment of over $3 million will be refined and commercialized by 
VizorNet, Inc. pending additional funding currently being negotiated.  HITAR® is a registered trademark 
of VizorNet, Inc., Copyright ©© 2007-2012 All Rights 
Reserved.     

There is an extremely high and unmet demand 
for this product in the Military, Law Enforcement, and 
Homeland Security markets.  A combination of market 
surveys, economic census data, and input from law 
enforcement and military officials indicate that 
HITAR® will address three primary market segments 
that in the US market size alone amounts to billions of 
dollars.  The infancy of STTW technology, patents 
that block competition based on cost and performance, 
and the unique differentiation factors of the technology 
give HITAR® the potential to capture a significant 
share of the US market and a meaningful share of the 
global market.   

HITAR® is a demonstrated technology and is on the way to achieving most phase II ATO 
objectives cited by the US Army.  More than $2.3 million in federal funding supported the development 

VizorNet’s HITAR Development Team 
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of HITAR®.  A time-delayed demonstration of the software and COTS platforms is already available and 
a real-time demonstration of the system with a technology readiness level of 6 (TRL-6) will be ready 
within 4 to 6 months of receipt of additional funding. 

Industry 

The industry is comprised of two important components; (1) very strong demand by a pool of well 
funded customers and (2) players that are trying to overcome the technical hurdles that prevent competing 
solutions from satisfying the performance requirements of the market.  It is important to note that while 
several competitors have a presence in the market, the military has yet to accept and transition a sense 
through the wall (STTW) platform.    The US Army noted that upon the completion of phase I, the 
technical hurdles that have been overcome by HITAR® are yet to be addressed by HITAR’s competitors.   

Products, Services, and Needs 

Description of Products 

HITAR® is handheld ultra-wideband STTW radar that detects and 
characterizes human, weapon, animal and other objects of interest through 
walls and other opaque barriers. Variations of the technology will support 
through-wall sensing, occupied cave detection, improvised explosive device 
detection, and weapon targeting through opaque barriers.  The sensor has an 
operable target range of 90 feet and an effective standoff distance of 40 feet; 
present development efforts may extend the sensor range to 125 feet.  

 The primary unique features, benefits and advantages of HITAR® include performance reliability, 
detection and characterization of concealed weapons, identification of human targets, detection and 
characterization of completely stationary targets, intuitive display of target data, IFF RFID, and ease of 
use.  Target information is updated 25 times per second with a reliable probability of detection of 95%.   

Unlike competing solutions, HITAR® is able to detect and identify mobile, nearly stationary, and 
completely stationary human, animal, weapon, building structure, and other tactical targets.  Target icons 
are superimposed over a live video stream from the field of view of the sensor to support remote 
operation.  The display can be switched to a clean background with target icons and a semi-transparent 
map of building walls that are detected by the sensor.  HITAR® supports a monocular heads-up display 
for non-distracting hands-free use, which is well suited for tactical entry.  The sensor also interfaces to a 
remote display with a 300-meter range that is useful for reconnaissance or robot supported building 
inspection.   

Under a pending R&D contract and pending additional funding from investors, VizorNet will 
integrate additional capabilities that include identification of friendly and enemy forces and a method to 
correlate the location of each target to GPS. 

Trade Area 

HITAR® will address a global trade area.  The primary market segments that are served by 
HITAR® include national security (NAICS 928110), police (NAICS 922120), fire protection (NAICS 
922160), and Homeland Security (protection in areas covered by NIACS 4881, 48831, 4851, 4852, 
71131, 711211, and 711212).  These segments comprise military, law enforcement, DEA, FBI, federal, 
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state, and local police offices, Marshals, transit police, combined police and fire departments, fire 
departments, homeland security, transportation security, and search & rescue.  The market extends 
globally to any NATO entity that has a need to know the location of targets through walls, fire, smoke, 
snow, vegetation, and other opaque materials.  

Future funding will make possible, HITAR uses in medicine, the critical infrastructure space, and 
the oil industry.  

The Challenge and Solution in Homeland Security: 
Intelligence Linkage to First Responders 

A problem exists with the need to provide robust, survivable nationwide 
links for intelligence networks, first responders, and others. What is 
needed is a robust nationwide secure emergency link from the highest 
Government levels to First Responders and Local Government, 
including hospitals, critical infrastructure, and other facilities – and even 
including such facilities as shopping malls and stadiums.   

The solution is SecLink, a multichannel multilevel-secure network currently in test operation that 
links these government levels and critical private industry and facilities into one highly 
survivable national network that operates even when the wires are down. 

 

Components of VizorNet’s Information Security Solution 

CryptSec: Securing Data at Rest and Data in Motion Against the Real Threats 
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A disruptive technology1 which directly attacks the most difficult and mostly unsolved problems 
in information security, VizorNet is an integrated solutions company uniquely positioned within 
the commercial and government information assurance markets. The Company’s flagship 
product, under development, CryptSec, is a modular, very high-level information security 
product that establishes highly dynamic, discrete protected communities of interest, or 
compartments, on a multi-site enterprise network in order to cryptographically control access to 
documents and files of all type—focused on the ten most serious (and hitherto and mostly 
unsolved) weaknesses in information security: 

 1.   Preventing data theft or compromise by insiders and administrators  
 2.  Preventing data theft or compromise by departing employees 
 3.  Providing unlimited multi-level secure access and read-write control 
 4.  Digitally enforcing “need-to-know” compartmentalization across the net 
 5.  Retroactively denying access to physically possessed files by transferred 
 or terminated users  
 7.   Preventing data compromise via “lost” laptops and files 
 8.   Providing mathematical on-line proof against software tampering 
 9.   Keeping unchangeable evidentiary transaction logs 
10. Providing true quantum-mechanical encryption as needed 
 

CryptSec is designed for and compatible with nearly all standard commercial and enterprise 
networks, as well as US Government classified networks. VizorNet provides the means and 
capabilities to enable businesses and governments to easily conduct trusted data transactions.  

VizorNet Engineering Services 
VizorNet’s services can be broken into six primary practice areas: Operational Security 
(OPSEC), Information Security (INFOSEC), Network Security (NETSEC), communications 

                                                
1 Disruptive Technology:  “...a new technology that unexpectedly displaces an established technology.” Clayton M 
Christenson, DBA, Harvard Business School, The Innovator's Dilemma, 1997. 
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consulting, ITAR and export control regulations and procedures, communications intelligence 
(COMMINT), and signals intelligence (SIGINT).  Together, these disciplines provide a 
comprehensive approach towards ensuring the integrity, confidentiality, and reliability of a 
client’s information systems. 

International Traffic in Arms (ITAR) and Export Controls 

 VizorNet personnel and VizorNet’s access to consultants knowledgeable in this area, 
makes this an area of expertise for VizorNet.  For example, President and CEO Mark D. Gatanas 
has extensive experience in the area of ITAR and export controls.  VizorNet understands that the 
United States export controls exist to protect the national security and foreign policy interests of 
the United States.  VizorNet also understands that technological and economic competitiveness 
are key to the U.S.’s long-term national security.  As such, we understand that the United States 
needs to ensure that export controls are constantly reassessed to ensure that the most sensitive 
items are controlled to sustain U.S. economic competitiveness and innovation.  VizorNet 
understands about compliance – about the need to be ITAR COMPLIANT or ITAR CERTIFIED 
and the requirement to be registered with DDTC.   

A backbone to the systems and products of VizorNet is an ongoing program of engineering 
services, under subcontract to major system integrators and suppliers nationwide, is a group of 
signed task-order contracts which are being filled with a wide variety of technical taskings. 
These contracts,  

1. Supply funding for VizorNet product development, 
2. Support revenue and profits 
3. Provide contract vehicles for marketing of the VizorNet products and systems 
 

Protecting against Export and Theft of Intellectual Property 

Concomitant with export controls and ITAR is the pervasive problem of controlling intellectual 
property. It is well known that several nations are actively in the business of acquiring the 
technologies of others for manufacture at home. 

VizorNet and its staff have initiated and participated in the detection and prevention of a number 
of such intellectual property thefts. Without going into detail, these activities are often conducted 
by partnerships of a foreign government with local industry, and their detection and prevention 
involve not only law-enforcement skills but technical and intelligence skills as well.  

 


